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This document outlines how Localised Web handles the storage, transfer, retention, 
and deletion of translation and transcription projects to ensure data security, 
compliance with applicable regulations (such as the General Data Protection 
Regulation (GDPR)), and confidentiality. 
 

1. Data Storage 
 
a. Secure Storage Systems 

• We use secure, encrypted cloud storage services for storing client files and 
project materials. These storage solutions comply with industry security 
standards to ensure that data is protected against unauthorized access and 
breaches. 

• For any locally stored data, we use secure, encrypted servers housed in 
physically protected environments with access restricted to authorized 
personnel only. 

• All stored data, whether in transit or at rest, is encrypted using advanced 
encryption standards (AES-256 or equivalent), ensuring that client information 
and project files remain protected. 

• Access to stored files is restricted based on role and responsibility. Only 
authorized personnel involved in the specific project (e.g., project managers, 
Vendors) have access to relevant files. 

 
b. Backup and Redundancy 

• Regular backups of project files and data are made to prevent data loss. These 
backups are stored in secure, encrypted environments and follow a strict 
retention schedule to ensure compliance with data protection regulations. 

• We have disaster recovery plans in place to ensure that data can be restored 
quickly in case of system failures, cyberattacks, or other disruptive events. 

 

2. Data Transfer 
 
a. Secure Transfer Protocols 

• All data transferred between our systems and external stakeholders is protected 
by secure encryption protocols (SSL/TLS) to prevent interception or 
unauthorized access during transmission. 

• We use encrypted file transfer platforms (e.g., SFTP, HTTPS, or secure file-
sharing services like OneDrive for Business (Microsoft 365), WeTransfer Pro, or 
similar GDPR-compliant solutions) for the secure exchange of project materials 
with clients and freelancers. 

• Access to files is only granted to authorized individuals via unique login 
credentials or secure access links. These are regularly reviewed and updated to 
maintain security. 
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• Where applicable, we enforce two-factor authentication (2FA) for accessing 
systems that contain sensitive client data to provide an additional layer of 
security. 

 
b. Data Transfer to Vendors 

• Translators, transcriptionists, subtitlers and copywriters only receive the project 
files they need to complete their assigned tasks. We implement secure file-
sharing tools that ensure linguists have limited and temporary access to 
necessary project materials. 

• All vendors and involved staff sign nondisclosure agreements (NDAs) to ensure 
the confidentiality of the data they handle. 

 

3. Data Retention 
 
a. Retention Period 

• The retention period for translation and transcription project files is defined by 
client agreements or specific project requirements. By default, we typically 
retain project files for a period of 6 to 12 months after project completion, 
allowing clients to request revisions or access files if needed. 

• Certain data may be retained longer to comply with legal, regulatory, or 
contractual obligations. 

• Upon client’s consent, we may retain certain non-sensitive data for longer 
periods as part of translation memories (TM) or glossaries to improve the 
efficiency and consistency of future projects. 

 
b. Regular Data Audits 
 
We regularly review stored data to ensure it is compliant with retention schedules. 
Redundant or outdated project files are flagged for deletion in line with our data 
protection policies. 
 

4. Data Deletion 
 
a. Secure Deletion Process 
Upon request from the client, all project-related data, including source files, 
translations, and related documents, will be permanently deleted from our systems 
within a reasonable timeframe (usually within 30 days of the request). 
 

• At the end of the retention period, data is automatically flagged for deletion 
unless explicitly required for further legal, compliance, or project needs. 

• Localised Web uses secure data deletion methods to ensure that all files and 
related metadata are irretrievably deleted. For digital files, we use secure file 
deletion tools (e.g., file shredding or overwriting with secure erase protocols). 
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b. Confirmation of Deletion 
 

• Upon completion of the deletion process, we provide clients with a written 
confirmation that all project-related data has been securely removed from our 
systems. 

• Backups that contain client project data are also deleted following the expiration 
of their retention period or upon client request, ensuring complete removal from 
both active and backup systems. 

 

5. Compliance with GDPR and Data Protection Laws 
 
Localised Web is fully compliant with the General Data Protection Regulation (GDPR) 
and other applicable data protection regulations. Our data handling practices are 
designed to ensure that client data is protected throughout its lifecycle, from initial 
receipt to secure deletion. 
 
a. Data Subject Rights 

• Clients have the right to access their data at any time and request a copy of their 
files in a structured, commonly used format. 

• Clients can request the correction of inaccurate or incomplete data held by us. 
• Clients can request the deletion of their data at any time, and we will comply 

promptly, provided no overriding legal obligations require further retention. 
 
b. Data Processing Agreements 
 
Localised Web provides Data Processing Agreements (DPAs) to clients as part of our 
service contracts, outlining how we handle their data, the security measures in place, 
and our commitments under GDPR. 
 

6. Data Security Measures 
 
To ensure the highest level of data security, we implement the following safeguards: 
 

• Access to sensitive data is restricted based on the principle of least privilege, 
meaning only authorized personnel directly involved in the project can access 
relevant data. 

• We employ encryption for data both in transit and at rest to prevent 
unauthorized access. 

• We have a data breach response policy in place to quickly address any security 
incidents and notify affected clients in compliance with legal requirements. 
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7. Confidentiality and Non-Disclosure 
 

• All vendors, staff, and subcontractors are required to sign Non-Disclosure 
Agreements (NDAs), ensuring that all project materials, communications, and 
proprietary information are treated with strict confidentiality. 

• We also maintain internal policies that emphasize confidentiality and data 
security, regularly training staff and partners on best practices for handling 
sensitive information. 

 
 
Summary 
 
Localised Web is committed to ensuring the security, privacy, and proper management 
of all translation, transcription, subtitling and copywriting project data. By 
implementing strict protocols for the storage, transfer, retention, and deletion of client 
files, we ensure that client data is handled responsibly and in compliance with industry 
regulations, including GDPR. Our policies and procedures are designed to safeguard 
the confidentiality of sensitive information and to provide peace of mind to our clients. 
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